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NetFlow® Support

SNMPc OnLine includes support for a broad suite of application monitoring technologies including
NetFlow, SFlow, JFlow and IPFIX. An intuitive front end delivers in-depth understanding of network
traffic, application usage and user traffic flows.
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Utilizing NetFlow and sFlow enabled switches and routers in the network from manufacturers including
Cisco, HP, Juniper and Allied Telesyn. SNMPc OnL.ine delivers network wide traffic insight without
requiring the overhead of deploying separate hardware probes.

Benefits of NetFlow type technologies include:

Monitoring which applications are utilizing bandwidth on the network.
Tracking server usage and access requirements

Identifying network usage of non-business applications and websites
Creating baseline traffic profiles for modeling and capacity planning
Intrusion detection

Application License Compliance



Microsoft Visio® Support

SNMPc OnLine includes the capability to display Microsoft Visio network drawings associated with
subsets of the SNMPc topology map. The status of network elements is represented by different
symbol colors and you can click on icons to drill down into other Visio drawings or to display a detailed
node information page.

Any existing Visio diagrams can be easily imported into SNMPc OnLine. If you are already using
Microsoft Visio to document your network infrastructure, this new feature saves a great deal of time in
creating a highly customized representation of your managed network.

Even if you are not currently a Visio user, you will benefit from the many included symbol types and
the extensive drawing capabilities of the Visio application when creating new network drawings. Visio
stencils, templates and drawings are also available from many network device vendors and third party
developers.
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Visio drawings are created or imported using the included MapDraw tool. Each drawing is associated
with an SNMPc¢ OnLine Map View. You can also create customized dashboard views that include a
Visio map drawing along with other SNMPc OnL.ine elements such as graphs, bar charts, data tables
and event log views.

For information on creating, importing, and displaying Visio drawings, please see to the Custom Map
Views section of this document.

2



Using this Document

This document provides an overview description of the most commonly used SNMPc OnL.ine features.
For a complete description of SNMPc OnL.ine, please use the Help link at the upper right area of the
SNMPc OnLine Web console. The Help system includes a high level Table of Contents and also
provides Context Sensitive Help relevant to the page you are viewing.

This Getting Started manual is the only printed documentation available with SNMPc OnLine. This
document is available in Adobe PDF format at the Products page of www.castlerock.com and in the
SNMPc OnLine WEB console Help link.

NOTE 1: SNMPc OnLine is an Add-On product for the SNMPc Enterprise management
platform. You should be familiar with using SNMPc Enterprise before attempting to install,
configure or use SNMPc OnLine.

NOTE 2: The SNMPc OnLine installation can automatically create a set of reports in SNMPc.
This document assumes you have enabled this feature during the install. Many of the descriptions
in this document pertain to the automatically created reports.

NOTE 3: In order to use Visio drawings in SNMPc OnLine you must separately purchase and
install Microsoft Visio from a Microsoft Reseller.

Getting Technical Support and Updates

SNMPc OnLine includes free technical support via email and web downloadable updates for a period of
three months from purchase. With technical support, you can get help when installing or using SNMPc
OnLine. We do not provide telephone support or training.

For continued technical support and downloadable updates after three months you must purchase an
Extended Software Updates license on a yearly basis. Please go to the Sales page at
www.castlerock.com for more information.

For technical support, please go to the Support page at www.castlerock.com. Press “Click Here to
Create a New Account” to register at our HelpDesk system.

After creating your HelpDesk account, log on and click the “Support Tickets” link. Then use the Post
link in the upper right of the page to add a new support ticket. Once you have created a HelpDesk
account you can also send email to support@castlerock.com.


http://www.castlerock.com/
http://www.castlerock.com/
http://www.castlerock.com/

Architecture Overview

SNMPc OnLine provides Automatic SQL Database Storage and a Dynamic WEB Based User
Interface for the SNMPc Network Management System (NMS). The following diagram shows the
overall architecture of SNMPc OnL.ine:

SNMPc OnLine
SNMPc Enterprise

Server & Pollers

 ——

SNMPc OnLine
“ Dbex.exe Server
SNMPc OnLine ‘/'

Apache PHP Engine

MapDraw
Tool

MS saL
Database

SNMPc¢ OnLine SNMPc OnLine SNMP¢ OnLine
Web Console Web Console Web Console

SNMPc OnLine exports information from SNMPc Enterprise, including map topology, event log
entries, and trend reports, into a Microsoft SQL database. Data is exported automatically through a
background process (dbex.exe) at different intervals depending on the source. For example, map and
event records are stored as they are generated and report data is updated once every several minutes.

SNMPc OnLine also includes an Apache Web Server and a set of PHP Scripts for dynamically
displaying the stored data through a Web Browser. Any number of users can concurrently access the
data from different locations on the Internet.

SNMPc OnL.ine takes advantage of SNMPc data structuring and user access controls to present only the
data required by each user in an organized fashion. The console interface includes powerful tools for
viewing data in summary and detail formats as well as selectively combining data into custom
dashboard views. Simplified and advanced calendar controls let you easily navigate large amounts of
data and quickly zoom in to specific time periods.

SNMPc OnLine also includes the MapDraw tool for creating Map View drawings of SNMPc nodes.
MapDraw allows you to import, create and display Visio graphics. You can then view dynamic status
information of SNMPc nodes in the SNMPc¢ OnLine Map View.



Installing SNMPc OnLine

The following table lists the minimum recommended system requirements.

PARAMETER REQUIREMENT

Management Platform SNMPc Enterprise 10.0 or above

Web Server Apache (included) or Microsoft 1S

Database MS SQL Server 2005 (2008 Express Edition included).

Server Operating System Windows 1008r2, 2012, 7, 8, 10

Graphics Application Microsoft Visio 2003, 2007 or 2010 (optional)

CPU Intel 2Ghz 2+ cores
Memory 8 GB RAM
Disk Space 100 GB

WEB Console Operating System IE 32 bit 8.0 or above

SNMPc OnLine is sold as a bundle with the SNMPc Enterprise management platform as the SNMPc
Network Manager. Use the SNMPc¢ Network Manager installation package to install SNMPc OnL.ine.

Note that you must install SNMPc Enterprise before installing SNMPc OnL.ine.

Perform the following steps to install SNMPc¢ OnL.ine.

InstalShiek Wizard x|

e Logon to Windows with Administrator SNMPc10__

permission.

‘Wialcama i he ¢ rk Managar install Plaaso sol
of the faliowing SHMPe insiallston opbans Prass the Help buton far

Shut down any running SNMPc¢ components
including the SNMPc task bar icon.

Insert the SNMPc Network Manager CDROM into
the CDROM drive.

Use the Windows Start/Run menu and enter
d:\setup, where d: is the CDROM drive.

The install program will show three buttons to
optionally install SNMPc Enterprise, SNMPc
OnLine, or both applications. Select one of the
buttons marked as installing SNMPc¢ OnLine.

The installation will proceed to the SNMPc
OnLine welcome dialog, a license agreement
dialog, and an install directory dialog. We
recommend you install SNMPc OnLine in a
subdirectory of the SNMPc Enterprise installation
if possible.
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The install program will check your system for an installed Web server. SNMPc OnLine can

operate with Apache or Microsoft 11S Web servers.

At the next dialog you can choose which web server you want SNMPc OnLine to use. Note that
even if you are already running Apache or Microsoft 11S, you can still install a new Apache server

as it uses a different server port (8080).

SNMPc OnLine can automatically configure
SNMPc Enterprise to create a set of trend reports
using a small number of map devices. These
reports highlight the main features and new
report styles of SNMPc OnLine and are used as
examples throughout this document.

The next dialog lets you enable or disable
automatic report setup. We strongly recommend
that you enable this feature.

The setup program will now proceed to install
SNMPc OnLine. This will normally install a
copy of the Apache Web server and Microsoft
SQL Server 2005 (Express Edition) and can take
a considerable time to complete.  You will see
progress dialogs showing what component is
being installed and the estimated time to
completion.

The setup program can optionally reboot your
system at the end of the install. This is required
to start the new services. We recommend you
reboot the system after the install has completed.

SNMPcOnline - InstallShield Wizard x|
Select Options N
a"

[¥ Check this box to automatically create reparts in SNMPc that highiight new features

Istall & Hield

< Back Mest > I Cancel

SNMPcOnline - Installs X
Setup Status N
a
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Microsoft SOL Ser
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=
Instalhicld [ Deskicn Engine

Time remaining: 29 seconds

Cancel I

The next two sections describe how to start and control SNMPc OnL.ine server components and how to
access SNMPc OnLine through a WEB Browser.



Starting the Server

The SNMPc OnLine background server is installed and configured to start automatically. Use the
SNMPc Network Manager/Login Console command from the Windows Start/Programs menu to start
the SNMPc Console. After you login to SNMPc the SNMPc OnLine Web Console will be displayed in
a Web Browser. The next section describes different ways to start the SNMPc OnLine Web Console.

SNMPc OnLine server functions are implemented by the dbex.exe program. During the installation this
program is added to the list of SNMPc background tasks. Use the SNMPc Console Config/System
Startup dialog (shown below) to configure how the server is started.

73 SNMPC Task Setup... X
[v Auto Startup [v Run SNMPc Tasks as Services ‘iew Erors...

[v Auto Login User: IAdministrator Passwd I

Program Description |Status Window Name Program Name |Args |
X]System Server Funning SMNMPC Management Serser CISEN.EXE
X]Flow Export Server Funning SMMPC Flow Export Server flowexport.exe

alling Agent unning c AutoDiscovery Agent iscagtexe

X]Polling A Runni SNMPc AutaDi A di

istory Agent unning C History Agent istiZ.exe

X]Hi Al Funni SNMPc Hi Al histiz
[X]|Backup Server Funning SMMPC Backup Server hkserv.exe
[X]Online Export Service  Funning SMMPC Online Export Service  dbexexe

vslog Service unning C Syslog Service crsyslog.exe

[X]|Syslog Funni SMNMPc Syslog Servi |

Lagin... | Start Al | Stop Al | Add. | Delste | Edit.. | Done |

The SNMPc OnL.ine server entry is shown here as the last item, named Online Export Service. The
server will start along with other SNMPCc tasks.

Check the Run SNMPc Tasks as Services box to run all tasks as Windows services. Otherwise the
tasks will run as regular Windows applications and you must first log on to Windows before starting
them.

Check the Auto Startup box to have the tasks start automatically when you reboot Windows (when
running as services) or when you log on to Windows (when running as regular apps).

If Auto Startup is disabled, or the OnLine Export service isn’t running, use the Start All button to start
all tasks. You can also use the SNMPc Startup System and Shutdown System commands from the
SNMPc program group in the Windows Start menu.



Starting the WEB Console

The SNMPc OnL.ine user interface is provided through a web browser session.

After installation, the SNMPc OnLine web console can be accessed through the Tools menu in the
SNMPc console, or from the Windows Start menu (Apps list in Windows 8) under the SNMPc¢ Network
Manager/SNMPc OnL.ine section. You will need to enable cookies and disable pop-up blockers in the

browser. The standard SNMPc OnL.ine login screen is shown below:

; hitp:#7192_168.1.5:8080/SNMPcOnline/ - Microsoft Internet Explorer

File Edit ¥iew Favoites Tooks Help | f,’
Q Back - -J - |_L| lELI __;\J | \i\\'\/ Favorites @ Media {_‘] | - A.'?, -

Address IE_LI hittp: //192.168.1.5:8080/SNMPcOnline/ j Go | Links * | Norton Antilins -
@%@ SNMPcOnline

Welcome to SNMPcOnline

Please enter your name and passwaord:

Name: |Admm|strator
Password: |

Submit | 7 cCheck to remermber

Use your SNMPc user credentials to log into SNMPcOnline
The default user name is Administrator with no password

Getting Started

Use one of the following options to start an SNMPcOnline session:

1. Use the SNMPc Console Tools/SNMPoOnline' menu at the server
computer,

2, Choose the SNMPcOnling itern from the Windows Start menu in
the SNMPC program group.

2, Use the WER address 'hittp//<address»:8080/5NMPcONnling,”,
replacing 'address' with the 1P address of your server computer,

4, Add 'OMLINE=0online.exe' to the [Startup] section of SMMPC.IMNI on
the server computer to automatically start a session after you log
on to snmpe.

[Read Getting Started Guide]

M Don't show these instructions again,

@ L e

To log in, enter an SNMPc username and password. If you are using a new install of SNMPc the

default username is Administrator with no password (i.e., blank).

Enable the Check to Remember checkbox to perform an auto-login with the same username and

password next time you open the SNMPc OnLine web console.

Press Submit to login to the SNMPc OnLine web console.

Instructions on starting the SNMPc OnLine web console are displayed below the username/password
text boxes. These instructions include a link for displaying the Getting Started Guide (this document).
If you don’t want to see these instructions again, enable the checkbox at the end of the instructions.
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After the first installation, the SNMPc OnL.ine server will go through a series of configuration steps,
including the import of the SNMPc¢ map and settings. This can take several minutes. A warning screen
will be displayed if you try to login during this period. In this case you should wait five minutes and
then press the web browser refresh button to display the login page again.

There are a number of ways to start the SNMPc OnLine web console as described below.

1. Auto Start from SNMPc Console

A program named online.exe is added by the SNMPc OnL.ine installation to the [Startup] section of
the snmpc.ini file at the server computer. The online.exe program will start the SNMPc¢ OnLine web
console whenever you login to the SNMPc Windows console. To disable auto start, edit snmpc.ini
and remove the ONLINE=online.exe setting from the [Startup] section. To change automatic startup
on the SNMPc server only, you can also use the Launch SNMPc OnL.ine Browser with Console
setting on the Config/Display page.

2. Tools Menu Option in SNMPc Windows Console

A new menu named SNMPc OnLine is added by the SNMPc OnLine installation to the Tools menu
of the SNMPc Windows console. Use this menu to open an SNMPc OnLine web console at any time
while using SNMPc.

3. Manually Entered Web Browser URL

Launch a web browser and use one of the following URLSs to start an SNMPc¢ OnL.ine web console:

e Apache Server installed by SNMPc OnLine: http://<address>:8080/SNMPcOnline

e  Pre-existing Apache Server or Microsoft 11S: http://<address>/SNMPcOnline
Replace <address> with the IP address of your SNMPc OnLine server computer, in dot notation. For
example, http://127.0.0.1:8080/SNMPcOnline. Use this URL format in a Windows shortcut to start
the SNMPc OnL.ine web console directly from your desktop.

4, Windows Start Menu

From the Windows Start menu select Programs/SNMPc Network Manager group. Use the SNMPc¢
OnLine menu to start an SNMPc OnLine web console.



WEB Console Overview

The following diagram shows the SNMPc¢ OnL.ine web console.

/Calendar Control

‘/Main Menus

Help | Config | Lagout

Vi @ SNMPcOnline

Lagged in as Adrinistrator

g : c“m!m:l e Report Title Here 4 Previous
‘ Last Day (24 hours)

Last 7 Days
Last 20 Days

Last vear

M| | View Display Data

21 My Shortcuts

1 Map Views

3 Event Views

3 syslog Views

21 Netflow Sources

3 SNMPc Trend Reports
23 SNMPc OnLine Reporis

<Add>

View Selection View Display Title and Controls/

SNMPc data such as map topology, map drawings, event log entries, and trend statistics are shown in
the View Display Data frame. This frame can display a variety of data formats including tables, graphs
and custom dashboards. The remaining frames contain control tools that maintain a consistent format at
all times. Settings in the control tools determine what is displayed in the View Display Data frame.
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Main Menus

There are three global menus along the top right of the page. These menus are not related to a specific

data display but rather affect global settings.

Use the Help menu to display a context
sensitive help screen for the currently
selected view.

Use the selection tool at the left side of the
Help screen to select another topic or
subtopic. Help information for the selected
topic is displayed at the right side of the
Help screen.

Refer to the OnLine Help for detailed
descriptions of the web console’s elements.

Use the Config menu to change global
settings for the web console. A popup

configuration screen is displayed, containing

several sub pages:

e Use the Database page to manage the
Microsoft SQL database.

e  Use the SNMPc page to manage the
SNMPc Enterprise connection.

e Use the Display page to change the
appearance and startup mode of the
web console.

e  Use the Users page to specify a default
View and navigation restrictions for
each SNMPc OnLine user.

e Use the Email page to edit scheduled
email report settings.

_Iolx]

@j' I@ http://127.0.0.1/SNMPcOnLine/help.php4?topic=8 pj *5

; i Lo
SNMPc OnLine

Help
Contents

@ Introduction

i-About

~Components

Netflow

@ Layout
+-Calendar
+Printing
*Emailing

@ Map Views
*Filters

@& Event Views

*Filters

@ Syslog Views

*-Filters
@ Netflow Sor

@ Trend Reports

Summary

[Availabilit

Read Gerting Start=d Guide

Availability

Description

The availability report shows average response time and percent up-
time in the summary view for all services. You can use the selection
list on the right hand side to filter the display for just one protocol at
a time. Clicking on column names will sort the table by that column.
Clicking on the same item again will sort in the reverse direction.
Each cell will show the percent up-time with a color coding to make

urces finding preblem nodes easier.

€ Nitp:/127.0.0.1/SN

B rapi

MPCOLIne/ conflg.php42emd =rep - Windows Internet Explorer
PP .

=lojx]

Fle EdE Vew Favortes Toos Hep

L e
Conf'guratlun

msmav
ysars
Email
Heaflow
Sirleg
Erams

Hele

Web- () Mendly Sake -

Database Configuration

| Mote: Changing the database mmu temporarily o permanently stoo operation of the
w site. Pl 4 the h

Catabase Servers [sancHo-vAIG\SHHPCONLING

Database Name: [SNMPCONLINE | (MSSQL Database Name)
Username: b

| Password: [ ok password notshown

| Mawimum Memory Usage: [2147483647 (Megadytes)

SNMP OnLine saves thoee sets of data: raw poants, mﬂrmﬂmmﬂmmm&

| the data ages, older dat is deleted based on ‘an this fellawier sch

|Raw Poinma: days

:\:Ilhﬁfluum: 5 weeks

Dy Averages: 17 menths

crmatic Nackup

SNMPe OnLine can do an slcmatic mnmdwmmuw.«mwmwmu
sm.mulsmnmmmemnmw a SHHPC. You must first ensble the scheduled Backup in

| Automatie ackup Enabled: []

e Use the NetFlow page to define probes, application port assignments and database sizes.

e Use the Syslog page to set configure reception and display of device Syslog messages.

e Use the Errors page to view any global errors related to the operation of SNMPc OnLine.

Use the Logout menu to close your SNMPc OnL.ine session. The login page displays to re-login.
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Calendar Control

Use the Calendar Control to select the beginning and ending date and time of displayed data and also

the granularity of the data (raw or condensed samples).

The calendar control has two modes, Minimized and Maximized, each described in the next two
sections. Use the Max button to change to the Maximized Calendar mode and the Min button to

change back to the Minimized Calendar mode.

mode.

Day (24 Hours).

It is important to understand how the calendar control works and interacts with the data
displays. Zooming in to the minimum granularity level in a data graph or using the graph
Previous/Next controls will automatically change the calendar control to the Maximized

If you are not seeing the expected data in a display the first thing to check is that the
calendar control is set appropriately. When in doubt, use the Min button and select Last

Minimized Calendar

Use the Minimized Calendar to select common reporting periods of
day, week, month and year, based on the current date. This is the
default mode displayed when you first use the web console. Use
the Min button to show this mode.

Maximized Calendar

Use the Maximized Calendar to select a specific date and more
detailed time ranges.

Select one of the named links at the bottom of the frame to display
common calendar periods (daily, weekly, monthly, yearly). These
settings will always show the full calendar period. For example, the
Weekly setting shows Sunday to Saturday. Use the month, year and
date controls to select which week to display.

Select one of the numbered links at the bottom of the frame to
display a fixed time period going back from the selected date. For
example, select 24h (24 hours) and November 30, to display data for
November 29 and 30.

Use the Current button to force the selected date to stay on the
current day and also to show most recent values instead of averages.

Use the Custom button to select specific start and stop date and times.
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View Selection Area

The View Selection Area includes a set of view groups. Each view name within a group is of the same
general type. Select the group name to show a list of items in the group. Select one of the items in a
group to display the associated view in the View Display Area at right.

Within each View Selection Area group, some view names are fixed, some are added by SNMPc, and
some are customized dashboard or search views you can add. Use the command links at the end of the
list of view names, delimited by ‘<’ and ‘>’ to access advanced features (e.g., <Add >).

Each of the View Selection Area groups is described further below.

My Shortcuts

The My Shortcuts group contains quick links to previously selected views of any type. This is a similar
notion to Favorites links in a Web Browser. Shortcuts are particularly useful to show zoomed-in
displays which normally would require traversal of several links in a report.

At any point during your SNMPc OnL.ine session use the <Add> link under My Shortcuts to add a
shortcut to the currently displayed view. A dialog popup prompts for the shortcut name. Use the
<Sort> link under My Shortcuts to rearrange the shortcuts list and to remove unwanted shortcuts.

Items in the My Shortcuts group are only visible to the user who created them. Each user has a
different and unique set of My Shortcuts links.

Map Views

Use the Map Views group to show a graphical image (default) or list display of nodes in your SNMPc
Map. This group contains one fixed view named Map Tree. Select Map Tree to show the top-level
SNMPc map subnet.

An example graphical image display is shown below.

Root Subnet

Remote Network
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Click on any subnet icon to display the contents of that subnet or click on any device icon to show a
summary page for that device.

The following navigation controls are arranged along the periphery of the graphical image display:

e At upper left, use the Home icon to show the root subnet. Use the Parent name icon to go up one
level.

e At upper right, use the Back and Forward icons to view previously viewed subnets.

e At lower right, use the Center icon to zoom to view the entire submap. Use the Plus and Minus
icons to zoom in or out.

Use the Left Mouse Button and the Mouse Scroll Wheel to pan and zoom the map view.

An example of a list map display is shown below.

Show 10 | 25 | 50 per page Subnet: |RDDt Subnet 'l First | Prev | 1-4 of 4 | Mext | Last
Node & Status  Address Group Description D
T 192.188.1 Mormal  192.168.1.0 Urknown
O z07.212.33 Mormal  207.212.33.0 Unknown
' 67.116.128.148 Normal  67.116.138.148 Unknown
cisco MNormal  207.212.33.19 Unknown Cisco Internetwork Operating System 5.

e Theicon at left indicates the entry type of device (circle) or subnet (folder) and shows the current
status (i.e., color) of a device or the worst status of all devices under a subnet.

e Select a subnet name to drill down into the subnet. The table will show all subnets and devices
residing under the selected subnet. Note that the current subnet name is also displayed in the
Subnet pull-down. Select the relevant subnet name from this pull-down to go back up the topology
tree.

e Select a device name to show more detailed information for the device.

Use the Show Drawing button at the right of the title bar to switch between graphical and "
list display styles. You can also select what type of display style to use by default with the —I
Show Map View as Image by Default option in the Config/Display page.

Use the <Add> link in the Map Views group to search for specific nodes or to add custom map view
names. This command is described further in the Custom Map Views section later in this document.
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Event Views

Use the Event Views group to show a tabular display of event log entries. This group contains two
fixed views named Current Log and History Log, which are analogous to the Current and History tabs
in the SNMPc console event tool. Select Current Log to show active, unacknowledged, events or select
History Log to show acknowledged and informational events. An example of a current log view is
shown below.

Show 10 | 25 | 50 | 100 | All per page First | Prew | 1 - 11 of 17 | Next | Last
Priority Date/Time Node Message Ei
MNorm: 1

) ice U p
Printer No Response to Device Poll
9 10.0.1.5 Device

When viewing acknowledged (History) events, note that the view only shows events within the selected
calendar control time period. This is different than how SNMPc typically shows events. When viewing
Current events the selected time period is ignored. The number of events shown in the scroll controls at
upper right of the view represents the entire number of active events.

Use the <Add> link in the Event Views group to search for specific events or to add custom event view
names. This command is described further in the Custom Event Views section later in the document.

Netflow Sources

The Netflow Sources group includes one entry for each router, switch or probe that is sending
Netflow/Sflow data to SNMPc. Select any interface name under the source to show a protocol
distribution report organized by device and by conversations between devices.

Use the <Config> link to set the UDP listening ports for i Netflow Sources

Netflow/Sflow data and to name each source device. Thiscommand |5 . iccn2811

is described further in the Configuring Netflow Reports chapter later FastEthernet0/0

in this document.
. B 192.168.254.7

Please refer to the Netflow Sources Group chapter of this document <config>

for more information about these reports.
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SNMPc OnLine Reports

The SNMPc OnLine Reports group and all following groups are
directly associated with SNMPc Trend Report Groups. Each of 23 SNMPc OnLine Reports
these groups contains one report Summary view, one or more user Summary
created Dashboard views, and one view for each corresponding Router Dashboard
SNMPc Trend Report.
OnLine Availability
The SNMPc OnLine Reports trend report group is created OnLine Interface
automatically by SNMPc OnL.ine if you enabled automatic report OnLine Cisco Router
creation during the installation. OnLine Server CPU
OnLine Server Disk
This group contains a fixed report Summary view, two custom OnLine Multicast
Dashboard views for one router and one server system, and one <Add | Sort>
Report View for each of the automatically generated trend reports.

Each of the automatic reports is associated with the SNMPc
OnLine Reports Node Group. SNMPc OnLine will place up to 300 SNMPc objects into this group
(100 routers/switches, 100 Windows systems, and 100 other SNMP devices).

Each of the fixed and automatically generated views is described in detail in the SNMPc OnLine
Reports Group chapter of this document. At this stage just note that you can select each of these view
names to see the associated summary, dashboard, or example built-in trend report style.

Use the <Add> command to add a new Dashboard view. This command is described in the Custom
Dashboard Views section later in this document.

Each report in this group uses a built-in SNMPc OnLine trend report definition. These reports have
highly formatted views that best convey the underlying management information.

Other Trend Report Groups

If you installed SNMPc OnL.ine over an existing SNMPc system you will see an additional group for
each named trend report group that exists in SNMPc. Every time you add a trend report group to
SNMPc, a new group is automatically added to SNMPc OnL.ine.

Each of the trend report groups contains one report Summary view, user created Dashboard views, and
one view for each corresponding SNMPc Trend Report.

Use the <Add> command to add a new Dashboard view. This command is described further in the
Custom Dashboard Views chapter later in this document.

Legacy trend reports in SNMPc use unformatted report styles. They will all be displayed in a generic
fashion. Variable and instance names are taken from your SNMPc trend report settings.
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View Display Area

The View Display Area is the main data viewing and configuration section of the SNMPc OnLine web
console. This area includes a data frame, title, and various data controls. The different sections that
make up the View Display Area are described in the following sections.

Data Frame

The Data Frame shows the selected data, for the selected time period, in one of several styles, including
tables, graphs and custom dashboard views. Types of information displayed include map topology,
event log entries, and trend report statistics.

SNMPc OnLine includes several built-in trend report styles that are specially formatted to highlight the
information contained in the report. In some cases you can select from different sub views of the report
from a list of names at the right side of the data display.

The following is an example data display for the OnLine Availability built-in trend report style. Note
the list of Selection sub views at right.

Node Service Response Uptime & D Selection
interopz web 0.96 ms 88.3 % Pisw Al
mail Smtp 0.91 ms 88.2 % E\-‘i;lb
SERVER2000 Wk 1.06 ms 88.5 % St
mmail Poll 4.59 ms 00.2 %

interop2 Pall 1.10 ms 99.5 %

Y Poll 19.5 ms 09.8 %

67.116.138.149 Poll 0.29 ms 09,9 %

peer-gw Poll 2.21ms 99.9 %

SERVERZO00 Pall 2,58 ms 100 %

DIEM Poll 0.07 ms 100 %

cisco Poll 18.9 ms 100 %

Select any link in the data frame to zoom in to a more detailed view. In most cases this will zoom into a
formatted graph but in some reports there is an intermediate information display from which you can
choose different graph views.

Legacy SNMPc trend report styles do not include special formatting. These reports are displayed in the
Generic table and graph styles. Please see the section on the Formatted/Design button below for more
information.

In some situations it is possible to configure the included information or the layout of the data frame.
Use the Formatted/Design button to switch between the viewing (Formatted) display and configuration
(Design) display. Each of the different configuration mechanisms is described in separate sections of
this document.
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Title and Time Selection

The title frame above the data frame shows the name of the displayed data or report and the time period
included in the display. The described time period corresponds to the selection in the Calendar
Control.

Summary for 24h Ending 14:00 December 16th, 2004 4 Previousz  Mext p

Use the Previous and Next links to change the displayed time period. The amount of change depends
on what you have selected in the calendar control (day, week, etc.).

Note that the calendar control will always change to the Maximized mode when you use the
Previous or Next buttons. This means that the calendar time period is not changed back when you
select another report. If the displayed data doesn’t look right, always check the calendar control
and use the Min button to get back to the Minimized mode.

Print Button

Use the Print button to print the view display data. A formatted screen is displayed Q:;g
ready for printing, with any control elements removed.

Email Button

Use the Email button to immediately send the view display data to an email address or > ﬂ

to schedule the report view to be automatically emailed on a daily, weekly or monthly
basis.

Formatted/Design Button

Use the Formatted/Design button to switch between the Formatted and Design display =
styles for the currently displayed view. This button is context sensitive and behaves
differently for each view type, as indicated in the table below.

Map Map Table or Graphic Image Map Table with Search Bar
Event/Syslog Event Table Event Table with Search Bar
Built-in Report Formatted Display Generic Display

Legacy Report Generic Display Generic Display

Custom Dashboard Dashboard Display Dashboard Setup

Report Summary Summary Display Summary Setup

Most of the Design styles include configuration or search mechanisms. Each of these mechanisms is
further described in separate sections of this document.

18



The following is a Generic view of the built-in OnLine Availability report shown earlier in the Data

Frame section. Use the Formatted/Design button to switch between these two styles.

Node & Instance
207.212.33.196 Poll
cisco Poll
cisco Smt
interop? Poll
interop2 Smt
interop? webh
vain Boll
vain Smtp

crResponseTime crPollOK

20 0.03
40 0.03
2.00 0.01
21 0.0%
11 0.01
27 0.01
a o

a o

crPollFail

| e T e O o Y [ B | Y (e

Il:nl
i

crPctOK

100
(]

=
(]

=
(]

=
(]

=
(]

=
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s

crPctFail

(g L= T (e [ Y e T [ R [

|D|
(=]
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Note that all data columns are shown in this generic view versus combined or selected columns. The
generic view does not have a list of sub view names or other graphic elements and the column names
come straight from the underlying MIB instead of being converted to more meaningful names. Legacy
SNMPc trend reports will all have this generic display style.

When you zoom in to a graph view in a formatted report style, the graph will show only the most useful
information and the various axis and legends will be appropriately labeled. The following is an
example zoomed-in graph view for the OnLine Availability report style.

Percent Failed Pollz
100

Availability for cisco Poll

Aviy. Response Time

Choose View
Psarvice
Distribution
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a0 4

a0
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- 350

F 300
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Fs0
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18:00
1i3105
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Use the Formatted/Design button to change the graph to the generic style, which includes a selection
tool at right to specify which nodes, variables and instances are included in the graph. The following is
an example of a generic graph view.

OnLine Availability Detail Choose View
[T Logarithmic
Group by:

® Node O var

a0

a0+

‘S onLine availability

[ cisco

Minterapz

B [yweb

& & poll
I availServiceName
¥ crResponseTime

70+

B0~

50+

40+

Clerpoliok
304 [ erpollFail
+ClerPetOK
20 ¥ erPetFail
B[ Smtp
10+ - vaio
-[7207.212.33.196
0 T T T T T T
Sun Maon Tue Wie! Thu Fri Sat
02 Jan'0s 03 04 03 05 ar 0s
Hourly Averages
Node/Instance Variable Min Avg Max D
interop2 f Poll [ | crResponseTime [u] 28.1 1.84 K
crPetFail a 0.10 75

Legacy SNMPc trend report graphs always use the generic graph style.

Show Drawing Button

Use the Show Drawing Button to toggle between List display and Graphical Image

display for a Map View. This button is only shown for Map Views that represent an ﬁl
SNMPc Subnet view (i.e., not a search view) or custom map views that have an

associated Visio Map Drawing. Please see the Custom Map Views section for more information.

Spreadsheet Export Button

All of the graphic elements shown in the Data Frame including tables, graphs and D
graph legends include a Spreadsheet Export button. Use this button to export the
displayed data into a spreadsheet program such as Microsoft Excel.

The following is an example spreadsheet export.

A, B C D

1 Node Service Response Uptime

2 |Vaio Pall Oms 0%
3 |Vaio Smtp O ms 0%
4 1207 212.33.196 Paoll 20 ms 100%
5 |interop2 Smip 11 ms 100%
B |interop2 Foll 21 ms 100%
7 |cisco Smitp 9.00 ms 100%
g |interop2 Weh 27 ms 100%
9 |cisco Pall 40 ms 100%
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Netflow Sources Group

The Netflow Sources group includes a set of Netflow/Sflow protocol distribution reports organized by
device and conversations between devices. Each entry in this group represents a single router, switch

or probe that has been configured to send Netflow/Sflow data to SNMPc, also known as a Flow Source
or Probe.

Select any interface name under a Flow Source to show a dashboard view with summarized data for

Top 5 Traffic Generators, Top 5 Conversations, Application Totals and Interface Totals. The following
is an example summary dashboard view:

NetFlow_Probes View for 4h Ending 13:00 January 12th, 2012 4 Previous  Next p ’éé FE
Top 5 Traffic Generators
Source DNS SNMP Login NetBios HTTP Mail Unknown Total £ D
192.168.254.60 0 0 0 631K 504K 0 23.5 M 23.5M
192.168.2.84 0 1.34M 864K 104K 380K 1.07M 111 M 4.10 M
192.168.254.55 0 872K 211K 163K 49K 847K 111 M 2.92 M
72.165.116.7 0 978K 0 8.80 K 0 0 0 987 K
192.168.254.254 0 620K 0 4.44 K 0 0 0 624 K
More (33 Total)...
Top 5 Traffic Generators Top 5 Application Traffic
1273% W 192168254 60 BDNS
0192168284 O ShiP
gos%  H192188.254.55 B Login
o72165116.7 10.57% O NetBios
0192.168.254.... OHTTP
83.96% \ /
7321%
Top 5 Conversation Traffic
Source Destination Bytes & )
192.168.2.84 192.168.254.60 235 M ]
192.168.2.84 192.168.254.55 257 M [}
192.168.254.55 192.168.2.84 2.23M [ |
192.168.2.84 72.165.116.7 987 K 1
192.168.254.60 192.168.2.84 832 K 1
More (45 Total)...
Application Totals
Application Bytes © ) Application Totals
Unknown 26.1v B Unknown
O ship
SNMP seom [ 1583% B Mail
Mail 1.92m OHTTP
DO NetBios
HTTP 710 K
| ,543% BONS
NetBios 378K | OLogin
DNS 331K |
Login 292K |
73.90%

Use the More (nn Total)... link below a table to expand the table to all contents. In the case of the
Application Totals table this expanded view also shows unknown applications by TCP/UDP number.
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Select any highlighted field to show a detail report view including an application traffic graph at the top
of the view and an application traffic table at the bottom of the view. The following is a sample detail

report view.
Traffic for 192.168.2.84 0B
2400
2200 A O snvp
2000 A O Login
1800 O Netgios
OHTTP
1600 1 O Mail
B 1400 A B Unknown
0]
~ ]
™ 1200
2
> 1000 -
(o]
800 A
600 4
400 4
200 A
u} T T -
09:00 10:00 11:00 12:00
1/12/12
Show 25 | 50 | 100 per page First | Prev | 1-25 of 37 | Next | Last
Source Destination HTTP DNS Login NetBios Mail SNMP VoIP Total © D
192.168.2.84 192.168.254.60 50.6 K 0 a 6.55 K a 0 a 23.5 M
192.168.2.84 192.168.254.55 49.3 K 0 212K 16. 3K 847K 872K 120 2.57 M
192.168.254.55 192.168.2.84 4.5 K 0 a 9.05K 1.07M 928K 152 223 M
192.168.2.84 72.165.116.7 0 0 a 8.89 K 0 978K a 987 K
192.168.254.60 192.168.2.84 33.7K o o 155K o o o 833 K
192.168.2.84 192.168.254.254 o o o 4.44 K 0 620K o 625 K
online 192.168.2.84 140 K 0 433K 50.2 K 0 187K a 508 K

The application traffic graph displays either a single application or a combination of all applications
depending on the statistic value you selected (application or total). Within the detail view select one of
the application column titles or the Totals title to change what is displayed in the graph.

From any detail report view select a highlighted field to drill down into a more filtered detail view.
Depending on the context of the field you selected, the detailed view shows data for all devices, for all
conversations of a specific device, or for all conversations between two specific devices.

The following table shows the traversal possibilities between report views styles:

View Style Level Select Detail

Application Totals Summary Protocol Name Traffic Generators
Traffic Generators Summary, Detail Device or Count Device Conversations
Device Conversations Detail Device or Count Peer Conversations

Conversation Traffic

Summary, Detail

Device

Device Conversations

Conversation Traffic

Summary, Detail

Count

Peer Conversations

Use the <Config> command in the Traffic Flow Reports group to set the UDP ports that SNMPc uses to
listen for Netflow/Sflow data and to edit Flow Source and application protocol names.
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SNMPc OnLine Reports Group

Introduction

The SNMPc OnLine Reports trend report group is created automatically by SNMPc OnL.ine if you
enabled automatic report creation during the installation. The rest of this chapter briefly describes the
automatically created reports.

This group contains a fixed report Summary view, two custom Dashboard views for one router and one
server system, and one Report View for each of the automatically generated SNMPc trend reports.

Each of the automatic reports contains a small number of devices and is for demonstration purposes
only. Each of the automatic reports is associated with the SNMPc OnLine Reports Node Group.
SNMPc OnLine will place up to 300 SNMPc objects into this group (100 routers/switches, 100
Windows systems, and 100 other SNMP devices).

Availability Report

The Availability Report shows response time and percent uptime for regular SNMPc polling (ICMP or
SNMP) and configured TCP poll services. Use the Selection list at right to display all information or
just for a specific service. The following is an example top level Availability Report view.

MNode Service Response Uptime & B Selection

cisca Smtp 0.9ms 5.66 % Puicw Al

Waio Smtp 0.79 ms 6.89 % :im”t

207.212.33.196 Poll 2ms 10 % Weh

interop2 Sty 1.03 ms 10 %

interop2 Paoll 2ms 10 %

cisco Pall 6.36 ms 10 %

interop?2 Webh 2.43 ms 10 %

Waig Pall 0ms 10,3 %

Availability for 207.212.33.196 Poll Choose View
Pservice
Select a link from the Service column to o e
show a zoomed-in graph view. ®
80 F40

Choose one of two views from the " s

&0 30

selection at right of the graph display.
The Service view shows a line graph of

50 k25

Failed Polls(%)
Response(MS)

20 Fon

Failed Polls % and Response Time »
ms . 20 10
(ms) . L
- - - - o " X
The Distribution view shows a bar N TN sa0 1208

Raw Samples

graph of response time distribution.

Response Percent Percent D
Min Ave Max up Dowin
oms 2ms 20 ms 10 % B86.6 %
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Interface Reports

There are two interface reports based on Percent Utilization and Bandwidth Usage (BPS). In some
cases it may not be possible to calculate Percent Utilization because the line speed is not available or
because it varies (e.g., in virtual circuits). In these cases the BPS report is more useful.

The following is an example of the BPS Usage report.

MNode Interface Input Usage Output Usage Dropped
cisco Seriald 6.63 K bps 7.11 K bps =0.001 %
cisco Ethernet0 796 K bps 7.27 K bps =0.001 %
207.212,33.196 3Com 3C90% Ethernet ... 660 bps 334 bps 0 %
207.212,33.196 MS TCP Loopback inte... 0bps Obps 0 %

Waio HETGEAR WAGS11 802.1... 1.36 K bps 1.17 K bps 0 %

Vaio Intel(R) PRO/100 VE ... 0bps 0 bps 0%

Yaio MS TCP Loopback inte... 33 K bps 22 K bps 0%
interap2 Intel(R) PRO/100 WE ... 2,19 K bps 2.44 K bps 0 %
cisco Seriall Obps 0bps 0 %
cisca Hullo 0 bps 0bps 0 %
interop2 MS TCP Loopback inte... 19.8 K bps 19.8 K bps 0%

Select a name from the Interface column to view detailed port information, as shown below.

Device cisco Choose View
IP Address 207.212.33.19 Bsurmmar
Interface Mame Ethernetl Utilization (Percent)
Current Admin Status Up Utilization (bits/sec
Current Oper Status Up Litilization (bytes/sec]
Percent Uptime 100 % wolurme (bytes/zec)
Link Speed 10 M bps Packets
Errors

Input Output Discards
Awverage Utilization 0.07 % 0.07 % Dropped
Peak Utilization 1.33 % 0.58 %
Packets per Second 2.36 Kpps 1.78 Kpps
Average Packet Size 126 bytes 152 bytes
Errars 59 a
Discards u] i
Total Dropped Packets 0.02 % 0%
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Select one of the views from the list
at right of the port detail page. These
views show various port metrics as
line or bar graphs. The following is
an example graph for Usage BPS.

Move the mouse over the graph and
click on any interesting area. The
graph will zoom in to the next more
detailed time period. Note that when
you do this the calendar control will
change from the Minimized to
Maximized mode.

Use the Previous and Next links in

Input Bits
140 Kbps

Avg Port Utilization(Bits/Sec) for cisco:Ethernet0

W Output Bits

Choose View
Summar
Utilization (Percent)

Putilization (bits/sec)

120 Kbps

100 Kbps

80 Kbps

60 Kbps

Bits Per Second

40 Khps

20 Khps

0Kbps +—

‘Jh Y _—————_‘ﬂM\

Utilization (bytes/sec)

volume (bytes/sec:
Packets

Errors

Discards

Dropped

Min

18:00
121504

Input Bits
Ave

7.55 K

Max Min
133 K 0

omon 05:00 12:00
121604
Raw Samples

Output Bits
v

Max D

6,99 K 41.3 K

the Display Area Title Bar to move the time period backwards or forwards. Again, note that the
calendar control changes to match the new selected time period.

You can always use the browser Back and Forward buttons to get back to your starting point. Or use
the Calendar Min button and the Last Day (24 Hours) link to get back to the current time.

Cisco Router Report

The Cisco Router Report shows CPU and Memory usage statistics and some other basic system
information. The following is an example Cisco Router Report.

Node cPU € Free Mem I0S

cisco 3.06% 4.69M

Image

12.2(16a) flash:fc2500-4.122-16a.bin 258 days 00:30:20

Time Since Last Boot

Select one of the links under the
CPU or Free Mem columns to show
a zoomed-in graph of both variables.

Click on the graph to zoom in further
and use the calendar and title bar
Previous/Next links to change the
time period.

100

904

80

704

B0

504

40

CPU Utilization(%)

30

20

104

Min
1%

Information for cisco
CPU Ltiization Fres Memary
47201
Fa7isK
FarioK
fatosk
7
H
Fa7onK &
4685 K ?
E
H
Fasaok =
o
H
F4BB5 K
4880 K
F 4675 K
a y T v T T T - 4670 1
1500 1500 21:00 ooon 0300 08:00 000 1200
1211504 121604
Raw Samples
CPU Usage Free Mem D
Ave Max Min Ave Max
3.06 % 14 % 4.67 M 4.69 M 470 M
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Server CPU Report

The Server CPU Report contains information gathered from Microsoft servers which have the
Microsoft SNMP agent installed and running. The Server report shows the CPU usage for each
processor on the system. The following is an example Server CPU Report.

Node cPu Usage © B
Vaio 3 12 %
interop? 2 0 %

Note that this report style and the

Server Disk Report will also CPU Statistics for Vaio
work with any device that p—

supports the standard SNMP

Host MIB. N

Select one of the labels under the &

CPU column to show a zoomed-
in graph of CPU usage.

Percent

Click on the graph to zoom in o

further and use the calendar and é'%

title bar Previous/Next links to Raw Samples

Change the time periOd- Minimum cpg\:—t‘atri'gzu:ﬁﬂ" Maximum B

4 12 19

Server Disk Report

The Server Disk Report contains information gathered from Microsoft servers which have the Microsoft
SNMP agent installed and running. The Server Disk report shows the information about mounted
drives including the name, type, size and amount of free space. The following is an example Server
Disk Report. Select one of the drive names to show a graph of free space for that drive.

Node & Drive Disk Type Size Free D
interop2 Aty Removable ] u]
interopz Cy Label: Serial M... Fixed 366G 739G
interop2 oy Removable ] u]
interop? En CD-ROM ] 0o
interopz E Label:Backup Se... Fixed 819G 388G
interop2 G CD-ROM ] u]
interopz Hh Removable u} u]
interop2 Iy Removable ] u]
interop2 1 Removable ] o
Waio C:h% Label: Serial M... Fixed 153G 4,80 G
Waio e Label: Serial M... Fixed 250G 125G
Wain EM Label:HotBurn De... CO-ROM 599 M u}
Waio BN Removable ] u]
Waio Wirtual Memory wirtual 131G 121G




Report Summaries

SNMPc OnLine provides two types of Summaries views, Report and Node. Use the Summary view
name under a report group to show a Report Group Summary for all reports in that group. From any
displayed view, select a Node Name Link to show a Node Summary for that node.

Report Group Summary

The Report Group Summary view shows a top-N display of all built-in reports in the SNMPc OnLine
Reports group. This is a fixed report that exists under all trend report groups. The following is a
partial display of an example Summary report.

Top 5 Availability Response Top 5 Interface Input Percent
Node Instance Resp. Time © & Node Instance Input Util € B
cisco Poll £.36 ms cisco Seriald 0.40 %%
interop2 Weh 2,42 ms Waio M5 TCP Looph... 0.34 %
207.212.33.195 Poll 2ms interop? MS TCP Loopb... 0.19 %
interop? Poll 2ms cisco Ethernetn 0.07 %
interop2 Smit 1.02 ms Waig METGEAR WAGS,,, 0%
Top 5 Availability Top 5 Interface Output Percent
Node Instance Dowentime © B Node Instance Output Util € B
207.212.33.196 Foll 86.6 % cisco Seriald 0.43 %
cisco Pall 86.6 % Waio M5 TCP Looph... 0.24 %
interop2 Poll 6.6 % interop2 M5 TCP Looph... 0,19 %
Waio Pall 86.2 % cisco Ethernetd 0.06 %
Waio Smtp 0% Waig METGEAR WaGS,., 0.01 %

Each report is represented by a mini report view that includes the device name, table instance name, one
statistic column and a bar graphic representing the statistic value. There are several mini views
available for each of the related trend reports, representing the different statistic variables in each report.

SeIeCt any instance or Statistic Avg Port Utilization(Bits/Sec) for interop2:MS TCP Loopback inte... Choose View
Summar[
value to show a zoomed-in graph Mgt Ot Bt Putlization (hitslse)
- - 24 Mbps tilization B5/SEC,
view. A formatted graph will be o] 7 V:j;”—’—lmukmf s
shown for the associated built-in L T P SN B
report. bropped

16 Kiaps
14 Kops
12 Khps
10 Kops
8 Kips

The example at right shows an
Interface Report graph, which

Bits Per Second

would be shown if you select any .
of the Top-N Interface mini-view s
links. TR T e
Raw Samples
Min lnpAuvtEBits Max Min Outxﬂtenits Max B
0 19.7 K 22.2 K 0 19.7 K 221K
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Use the Formatted/Design button to show the configuration screen
for the Summary view.

Use the Mini View pull-down lists to select which report mini-
views you want included in the summary.

Use the Top N pull-down lists to select how many entries to show
in each mini-view.

Select a view name from the Subnet View or Map View lists to
optionally optionally show a graphical map display above the
summaries.

Press the Save as Default button to save your changes. Press the
Formatted/Design button to view the summary selection without
saving.

Node Summary

Subnet View

Root Subnet [v]

Summary Selection

|Availability Response
[availability
|Qua|ity of Service
[Interface nput percent
|Interface Output Percent
|Interface Dropped Packets|v|

[server cPU
|server Disk
|Cisco CPU
|Cisca Memory

Save as Default |

Map View

I- None - :

Top N: |5
Top N: |5
TupN:
Top n: [5 []
TupN:
Top n: [5 [¥]
TupN:
Top N: [5 [¥]
TnpN:
TupN:

Select any Node Name Link in any view (map, event, trend report) to show a report summary for that
node. The Node Summary view includes some basic information about the node, two dials showing
poll response and CPU usage (for Server and Cisco systems), a summary of each trend report for the
node, and a display of active events for the node. The following is an example Node Summary view.

Node: 207.212.23.196
Address: 207.212.33.196 a0 g w0 e
Status: MNormal 20 ", 70 304 N 70
Response: 10.000% / v
Description: Hardware: %86 Family 6 Model 2 0 80 20 a0
Stepping 4 AT/AT COMPATIBLE - - 4
Software: Windows NT Version 4.0 10 90 10 an
(Build Mumber: 1381 Uniprocesso B.367 3046
Group; Unknown 07 Miissconds 100 0 Percent 100
Average average
Subnet: 207.212.33
OnLine Availability
Service Response Uptime & D
Pall 2ms 10 %

OnLine Interface BPS

Interface Input Usage Output Usage © Dropped E|
3Com 3C90x Ethernet ... 658 bps 327 bps 0%
MS TCP Loopback inte... 0bps 0bps 0%

OnLine Interface Util{%)
Interface Input Util Output Uil € Dropped &
3Com 3C90x Ethernet ... <0.001 % <0.001 % 0%
MS TCP Loopback inte... 0% 0% 0%

Current Events

Cur Date/Time Node Event D

12/16/04 10:59:22 207.212,23.196 Device Responding to Poll

Search...
=5

Select any active link in this view to display the associated full view. The node summary is a

particularly useful view to use as a shortcut, whereby you can create a list of quick links for your most

important nodes.
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Router and Server Dashboards

Introduction

Dashboard Views include a customizable collection of Mini-Views of map, event, and trend report
views. Dashboard views can be added to any trend report group (SNMPc Trend Reports and below)
and are shown in italics immediately beneath the report group Summary link.

SNMPc OnLine creates two example dashboards, one for a Cisco Router and one for a Microsoft
Server. If you do not have devices of one or both of these types then these dashboards will not be
created. Note that these dashboards are for demonstration purposes only. You must manually create
any other dashboards, as described in the Custom Dashboard Views section later in this document.

Router Dashboard

The Router Dashboard includes a selection of useful views for a Cisco router. At the top are two dials
showing Response Time and Percent Uptime, followed by an area graph of CPU usage. In the center
is a bar graph for Interface BPS Usage and at the end is a Current Event View for the router. The
following shows an example of the Router Dashboard.

cisco Response cisco GPU
15
a0 5 o a0 B e 10
3045 70 3045 70
20 0 20 30 a
[ [ T T
/ 18:00 00:00 06:00 1200
100 0 10 an 124 504 1201604
6367 10,000 Raw Samples
0 orm Time 100 o Potol 100
°r ef\'fgpfgi e irveraga B cizcoCiscoCPU Cigco Int...

cisco Ports

anon
G000 —
4000
2000

o & 3 § wi®
o T@oﬁ‘ o o o Ea 2
L ) ) ) o
& & & & o 52 o o
cisco Current Events
Cur Date/Time Node Event E]

12/16/04 15:10:07 cisco Device Responding to Poll
12/16/04 11:00:08 cisco(l) Status Test Passed (ifOperStatus.1=up)
12/16/04 11:00:08 cisco(2) Status Test Passed (ifOperStatus.2=up)
12/16/04 10:59:38 cisco(l)
12/16/04 10:59:38 cisco(2) Device Responding to Paoll
12/16/04 10:59:31 cisco Smtp Service Up

Search...

Device Responding to Pall
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Server Dashboard

The Server Dashboard includes a selection of useful views for a Microsoft server. At the top are two
dials showing Response Time and Percent Uptime, followed by an area graph of CPU usage. In the
center is a table of disk drive Percent Free Space and at the end is a Current Event View for the server.
The following shows an example of the Server Dashboard.

Server Dashboard for 4h Ending 19:00 December 16th, 2004
¥aio Response Yaio CPU
20
2 3 2 3 151
104
1 4 1 AV zi
[ / [ 1500 16:00 17:00 1800
] \ 121604
0.000 0.000 Raw Samples
! CrRE,aS,EgP:;TImE s 0 E{fg}g’g“e s B VaioProcessorLoad.3
¥aio Disks
Node Instance Percent Free
Waig Ch Label: Serial M... 313
Waig D4 Label: Serial ... 50.3
Waio E:\ Label:SHMPcCOnlin. .. o
\aia BN o
Waio wWirtual Mermory 100
Yaio Current Events
Cur DatefTime Node Event
12/16/04 17:09:20 WVaio Smtp Service Up
12/16/04 17:09:11 Yaio Device Responding to Pall
Search...
Click on any link or graphic in a Eiilinz el LAl ol Choose View
i i i 550 rou H
dashboard mini-view to show an Srowby
expanded VIEW. 450 ‘SonLine availability
B-Mcisca
o . 400 & pall
Dashboard mini-views only work with =0 & Dlsme
Fi H H B-interap:
specific variables and instances so g0z07 21253198
- - - 4 Waio
there is no direct connection to a
formatted built-in report. Therefore
the expanded graph view is always /Ll
shown in the generic style. =1 AL
) ) 15?[3}%4 1E‘EIEI 17‘EIEI 1E‘EIEI
The image at right shows an example Faw Samplcs
expanded view for the Response Time Node/Instonce Variable MinAve Mo
. cisca [/ Poll n crResponseTime 40 75.9 521
dial. SR il 947 100
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Custom Map Views

Use the <Add> link in the Map Views group to show an advanced map search dialog. From this dialog
you can specify various search criteria to show a map view that matches your requirements. For
example, you can display nodes that have active critical events, nodes that match a name pattern string,
or nodes contained in a particular submap or node group.

Critical(2) Severe(0) Major(0) Minor(0) Warning{0) Mormal(1) Info(0)
Priority: Nodes: | Subnet [Root Subnet Search |
Choose Display Method:
Name: | Save | Save As | Delete |
Show 25 | 50 | 100 per page First | Prev | 1-3 of 3 | Next | Last
Node & Status Address Group Description D
2 192.168.1 Critical 192.168.1.0 Unknown
03 192.168.254 Critical 192.168.254.0 Unknown
Lab-VAIO Normal 192.168.1.101 Unknown, OnLine Reports Hardware: Intel64 Family 6 Model 37...

The row of colored rectangles at the top shows the different event priorities and how many active events
of each type exist. Beneath are two pull-down lists for event priority and node match criteria.

Depending on which node match style you select another pull-down or text box will be displayed to let
you enter additional matching criteria. For names you can use the asterisk (*) character as a wildcard.

Selecting from a pull-down list will perform the search automatically. If you are entering text in an edit
box, press the Search button to start the search. Use the browser Back button to return to the search
dialog and make further changes. Alternatively, use the Formatted/Design button to switch between
the search results and search dialog.

Select the Graphic style from the Choose Display Method list to show a Graphical Image (i.e., SNMPc
Map Window) display versus the default List display style.

Enter a name in the Name edit box and press the Save button to save your search for future use. The
custom view names are shown in italics in the Map Views group.

To edit a custom map view, first display the view and then use the Formatted/Design button to show

the search dialog for that view. Make your changes and press Save. Or press the Delete button to
remove the custom view.
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Adding a Visio Drawing to a Map View

After creating a Map View, use the MapDraw tool to associate it with a Visio graphic image. Unlike
the main SNMPc OnL.ine web interface, MapDraw is a Windows application that you can only run on
the computer where your web server is running and SNMPc OnL.ine is installed.

e From the SNMPc Console running at the server system, use the Tools/MapDraw menu to run the
MapDraw tool.

e  Select the name of a Map View from the Map Views drop-down list to create an empty drawing on
the workspace.

e  Use the File/Import menu to import an existing Visio drawing. Alternatively, drag symbols from
the Shapes area at left onto the workspace.

e To associate an icon in the workspace with an SNMPc node, simply drag the SNMPc node name
onto a shape to associate the node with the shape.

The following shows a Map View drawing named Networkl being created in MapDraw.

B Network? - MapDraw ._ ._ gl
File  Edit  Yiew Imsert Format  Shape  Help

P e % 5 X F9 o 8 Ol A @ sow 1@

0o/ A §|:|v-
. i H £ £
Map Yiews O x
Metwark1 L ?i
3 %
NE

=} 1929.200 3

=) 1018.200 3 g
() 19218850 3

) 192168.174 —l = g hodk: 3
&) 10160372 3 {

2 10180.27.0 E Mode 1, _
Shapes 0O = .

E Computers and Maonitors W_%

[ Metwarks and Peripherals =3 ok _,
1 S E
<

G B ot AL Y

When you are done, use the File/Save menu to save the Map View drawing. This drawing will be
associated with the Map View that you originally selected and can now be displayed in the SNMPc
OnLine web interface.
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Displaying a Visio Map View Drawing

From the Map Views group, select the Map View name for which you have created a
Visio Map Drawing. At the far right of the View Display Title and Controls bar you ﬁl
will see the Show Drawing button.

The Show Drawing button is only shown for Map Views that represent an SNMPc¢ Subnet view or those
that have an associated Visio Map Drawing. Use the Show Drawing button to toggle between the List
Display style and the Graphical Image Display style.

The following shows an example Visio Map Drawing display:

SNMPcOnline

Logged in as Administrator

i conent | e New View g Es| =

Last Day (24 hours)

Last 7 Days
Last 30 Days
Last Vear

3 My Shortcuts
<Add>

3 Map Views
Root Subnet
<Add | Sort=

(3 Event Views ¢ i}
2 Syslog Views
(3 Netflow Sources
{3 SNMPc Trend Reports
Summary
<Add>

(Z1 SNMPc OnLine Reports

You can also configure a Map View to show the associated Visio Drawing by default. Use the
Formatted/Design button to show the search dialog. Select Graphic from the Choose Display Method
pulldown list. Press the Save button to save the new setting. Now when you select a Map View name
the Visio drawing will be displayed instead of the list/tree format.

Since custom dashboards can include a Map View frame, it is possible to create a customized page that

includes a Visio Map Drawing and other SNMPc OnLine elements such as graphs, charts, data tables,
and event log views.
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Custom Event Views

Use the <Add> link in the Event Views group to show an advanced event log search dialog. From this
dialog you can specify various search criteria to show an event view that matches your requirements.
For example, you can display events for nodes that have active critical events, for nodes that match a
name pattern string, or for nodes contained in a particular trend report or node group.

The following shows the Event Search selection dialog.

Critical(1) Severe(0) Major(1) Minor(0) Warning(0) MNormal(24) Info(0)
Type: | All b Status: | Current ¥ Message: Summary
Pricrity: | Info and up v MNodes: | View All v Search
Name: Save || Save As || Delete
Show 10 | 25 | 50 | 100 | All per page First | Prev | 1 - @ of 26 | Mext | Last

E

Priority Date/Time Node Message

No Response to Device Poll

AN DNE BN BN BN BN BN BN BN |

The row of colored rectangles at the top shows the different event priorities and how many active events
of each type exist. Use the pull-down lists and edit boxes below to specify your event matching criteria.

Use the Summary checkbox to display an event summary instead of a list of events. The event
summary shows each event type once with a count of duplicate events in a new column at left.

Press the Search button to display the results of your match criteria. You can use the browser Back
button to return to the search dialog and make further changes. Alternatively, use the
Formatted/Design button to switch between the search results and search dialog.

Enter a name in the Name edit box and press the Save button to save your search for future use. The
custom view names are shown in italics in the Map Views group.

To edit a custom event view, first display the view and then use the Formatted/Design button to show

the search dialog for that view. Make your changes and press Save. Or press the Delete button to
remove the custom view.
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Custom Dashboard Views

Dashboard Views include a customizable collection of Mini-Views of a Map View (Tree or Drawing),
Event Views, and Trend Report Views. Dashboard views can be added to any trend report group (i.e.,
SNMPc Trend Reports and below) and are shown in italics immediately beneath the report group
Summary link.

e To Create a new dashboard, use the <Add> link at the end of any trend report group.

e To Edit an existing dashboard, first select a dashboard view name such as the Router or Server
dashboards in the SNMPc OnLine Reports group. Then use the Formatted/Design button to show
the dashboard configuration screen.

Use the controls in the configuration screen to add and delete components of the dashboard, to
rearrange the layout, or to modify individual cells. The following is an example of a dashboard
configuration screen for the demonstration Server dashboard.

Order: |2 ] || Name: |Server Dashb Savel Save As | Deletel

Add Row: Single | Double

Title: Vaio Response Title: Yaio CPU
T. °H Dial - Range(Average) T. °H Arealpverage) Delete
Time: User Tirmne: User Cany
Wariables: OnLine Availability Wariables: OnLine Server CPU Bigger
(crResponsaTime, crPctOk) (ProcessorLoad) Single
Instances: B¥ vaio : Pall Instances: B¥ vaio : all Instances Move Down
COptions:  Click for details Cptions:  Click for details
Title: Yaio Disks u U
. ove Up
T.) pe: Table{fverage) Delste
Time User Copy
wariables: Online Server Disk (StoragePctFree) Bigger
Instances: B waio : &l Instances Double
- . ) Move Down
Options:  Click for details
Title: ¥aio Current Events
Type Log M U
— ave Up
Timne: User ) Delete
Select Wodes: Name = Waio* Copy
Options: Priority: Normal and up Bigger
Event Type: all Double

Status: Current
Mode: Normal
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Adding and Arranging Cells

A dashboard is divided into multiple independent cells arranged in a symmetrical grid. Each row ina
dashboard can have one or two cells. Each row can be small or large height. All cells in the same row
must be the same height.

The topmost frame is always displayed and contains controls that make global changes to the dashboard
as follows:

Use the Single link to add a small row with one cell.

Use the Double link to add a small row with two cells.

Use the Order pull-down list to set the order of the dashboard name in the report group.
Set a name for the dashboard in the Name edit box.

Use the Save button to save your changes to the current dashboard.

Use the Save As button to save the dashboard to a new name (i.e., make a copy)

e  Use the Delete button to delete the dashboard.

After adding some cells to the configuration screen, use the links at right to resize and rearrange them as
follows:

Use the Move Up and Move Down links to move the row up or down one level.

Use the Delete link to remove the entire row.

Use the Copy link to make a new row with the same attributes.

Use the Bigger link to change all cells in the row to the large height size.

Use the Smaller link to change all cells in the row to the smaller height size.

Use the Double link to split a single cell row into two cells. The second cell will have the same
attributes as the original.

e  Use the Single link to convert a row of two cells into two rows of full width cells.

Use the Formatted/Design button to switch between the view and configuration modes. This lets you
view your changes before committing to save them permanently. Note that if you select a different
view to display (e.g., map, event, trend report) without pressing the Save or Save As button, your
changes will be lost.

Chanqing Individual Cells

Each cell in a dashboard is completely independent of all others and can display data in a variety of
formats for one or more nodes and one or more variable instances. Use the controls inside the cell to
specify what the cell displays and the format of the display. Each control shows a wizard screen to help
you make your selections.

Use the Title link to change the name of the cell.

Use the Time link to set the time period used by the cell (fixed or calendar based).
Use the Type link to set the display type (map, log, table, pie, dial, etc.)

Use the Variables link to set the SNMP variables used in the cell.

Use the Instances link to add node and variable instances to the cell



e  Use the Select Nodes link to set the nodes used in a Map or Log cell.
e Use the Options link to set display options for different cell Types.

Setting the Time Period for a Cell

Use the Time link to set the cell time period. The time
period can either be fixed for all cells or calendar based
(User selection) for all cells. However, in the fixed case,
each cell can use a different fixed period.

In general you would use different fixed periods for
different cells that otherwise have the same attributes. For
example, you could have two graphs of an interface usage
report that shows the last day and last month to provide a
current and historical view for the same port.

Setting the Display Type

Use the Type link to set the cell display type. The basic
types are Table, Log View, Node (Map) View, and Graph.

For Graph types there are further subtypes of line graph, bar
chart, dial and so on.

Select the data value type as Average Per Second for graphs

such as line and ribbon, or Totals for styles such as pie and
bar charts.

Setting the Variables

Use the Variables link to set the SNMP variables used in
the cell.

Select a trend report from the first pull-down list to only
show nodes and variables from that report. This list only
includes reports in the group where you are adding the
dashboard.

Select an SNMP table from the second pull-down list if you
want to include nodes from different reports in the cell.

<2} http://127.0.0.1:8080/SNMPcOnline/CfgCustom.php4?...

Custom Wizard

Select the timeframe used in this frame. Mote that you
can not mix 'User' and 'Last xxx' frames on a
dashboard, They must either all be 'User' or Last 'Xxx":

@ User (calendar selection)
© Last Day

€ Last 7 Days

© Last 30 Days

© Last vear

= Back | | MERES Finshed |

2} http: //127.0.0.1:8080/SNMPcOnline/ClgCustom.php4 2 [ [u]|

Select the type of display for this frame:
© Tahle © Logview € Node View
© Line Graph ¢ BarChart © Candle
© Ribbon © pie Chart ¢ Histogram
© area © Dial (Cur) & Dial (avg)

Select data value type:

@ average Per Second Values € Totals

= BEck | [ hEREs Finshed |

<2} http://127.0.0.1:8080/SNMPcOnline/CfgCustom.php4?...

Custom Wizard

You can only display variahles fram ane report in each
frame. Select the report with the data you wish to see:

OnLine Availability hd

Alternately, you can select from a list of tables being
saved to span report node groupings:

- Select Table - 'I

= BEck | Mext > Finshes |

After selecting the base report or table press the Next button to move to select specific variables to

display in the cell.
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The next screen in this wizard lets you select from a list
of built-in Mini-Views for the report or individual
variables contained in the report.

The mini-views are only available for SNMPc OnLine
built-in reports. If you are using a legacy SNMPc
trend report or a report that uses a manually selected
SNMP table, you will need to select specific variables
from the four Variable pull-down lists.

Setting the Device and Variable Instances

Use the Instances link to specify the nodes and variable
instances to show in the cell.

Select a node name from the first pull-down list. Only
nodes that have data saved for the selected report or
variables will be available.

Select an instance name from the second pull-down list.

Press the Add button to add the selected node/instance
pair. This will close the wizard.

<2} http://127.0.0.1:8080/SNMPcOnline/CfgCustom.php4?...

custom Wizard __________J§

Select a pre-defined view for this table {only the first
instance will be visible in graphs):
Response ¥

Otherwise, select the individual variables you want to

see (only the first 8 instances will be visible in graphs):
Wariable 1: |- None -
Wariable 2: |- None -
Wariable 3: |- None -
Wariable 4: |- None -

[ | KN ]

< Back MiExt= Finshed

2} http://127.0.0.1:8080/SNMPcOnline/ClgCustom.php4 2.2 =] 3

Select the node you wish to use in this frame:

cisco =

Select instances to view (only the first 8 instances will
be shown in & chart)

= Back | Add> | Close ||

For graph displays you can have up to eight instances per cell. Use the Instances link to add more

instances. Each node/instance pair is listed in the cell configuration screen. Use the Delete Graphic to

the left of the node/instance name to remove an instance from the cell.

Setting Display Options

Depending on what attributes you have selected for the
cell, there may be optional styles you can set. Use the
Options link to view the available options.

o Event log options include the event priority, event
type, active status and table/summary style.

e  Graph options include line colors for different
variable instances.

e Table options include sorting variable and direction.
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i

Priority: IW[
EventType: IAII -
Status: m

Mode: Im

= BEck | [ hEREs Finshed
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Scheduled Email Reports

Use the Email button on the Title Bar to immediately send the displayed view display
data to an email address or to schedule the report view to be automatically emailed on a E
daily, weekly or monthly basis.

You can email any type of report view including tables, detailed graphs, dashboards or event views.
Map list views can be emailed but graphical map displays are not supported.

The Email Properties wizard will prompt you for the following information:

e Destination Email Address

e Schedule (Immediate, Daily, Weekly or Monthly)

e Time of Day to deliver the email.

o Day of Week or Day of Month to deliver Weekly and Monthly emails.
e Report period (Daily, Last 24hr, Weekly, Last 7 Days, etc.).

After the Wizard has finished the email will either be sent immediately or the Email Configuration page
will be displayed. The following is an example of the Email Configuration page:

Email Configuration

To add scheduled emails, click on the ﬂ icon on any report page.

Editl
[~ Map Tree support@castlerock.com Monthly 09:00 Delete
[~ OnLine Availability support@castlerock.com Daily 09:00 Close

Email settings are configured through the SNMPc console Config-=Event Options menu.
SMTP Server: smtp.castlerock.com

From Address: support@castlerock.com

Authentication: enabled

You can access this page at any time from the Email selection of the Config menu at the top right of the
SNMPc OnLine main window. Select one or more entries and press the Edit button to change schedule
settings or press the Delete button to remove the entry.

SNMPc OnLine uses Email Server information from the SNMPc Management Server as follows:
e SMTP Server address in the SNMPc Console Config/Event Options Menu.

e  Email From address in the SNMPc Console Config/Event Options Menu.
e Authentication Password from the AuthPass= setting in the SNMPc Server snmpc.ini file.
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Configuring Netflow Reports

Use the Netflow selection of the Config menu at the top right of the SNMPc¢ OnLine main window to
configure Traffic Flow reports. The following is an example of the Netflow Configuration page:

Netflow Configuration

Enter UDP listening ports here for NetFlow and sFlow packets. Separate multiple ports with commas.

Traffic Flow UDP Configuration

NetFlow Listening Ports [2055

sFlow Listening Ports  [6343

Submit

Enter probe report parameters here. The probe name must not be left blank. New probes sending data will be added to this
list automatically. See the help for more information.

Traffic Flow Sources

Last Flow
Probe Name Source Address | Flow Type UDP Port | oo o
[ciscoza11 102.168.253.66 | Netflow | 2055 06/27 15:01 | Change | Delete |
|192.168.254.7 182.168.254.7 Netflow 2055 12/31 16:00 | _Change Delete

Enter TCP/UDP protecel monitoring parameters here. Separate port ranges with a dash (-) character and multiple
ports/ranges with the or (|) character. Changes will not take effect until you restart the SNMPc OnLine Netflow monitoring
service. See the help for more information.

Name TCP/UDP Port

[Fre 20[21 Change | Delete |
[HrTe 80(443|3128 Change | Delete |
[ons 42[53 Change | Delete |
[Login 23[513|22 Change | Delete |
[NetBios 137(138|139(445 Change | Delete |
[mail 109]110/1109|25/143|465| 585/ 993|995 Change | Delete |
[orce 57|68 Change | Delete |
[snmp 161/162 Change | Delete |
[nne 119|563 Change | Delete |
[NFs/aFs 1110/2045|7000-7009 Change | Delete |
[vorp 5060/2000/54045 Change | Delete |
[x11 5000-6010 Change | Delete |
[skype 41652 Change | Delete |
[eDonkey 4661-4665 Change | Delete |
[gitTorrent 6661-6999|6969 Change | Delete |
[Messenger 1863|5000|5001|5190-5193 Change | Delete |
[ Add

Enter a list of comma separated UDP ports that SNMPc should listen for Netflow and SFlow data in the

first two edit boxes. The defaults are 2055 and 6343, respectively.

Flow Sources are added automatically when data is received from a probe. Use the Delete button to
remove an entry for a probe that has been configured to stop sending data to SNMPc. Use the Change

button to update the name for the probe source.

Use the Monitored Protocols list to define the Application names used in Traffic Flow Reports. Each
entry specifies a set of TCP/UDP ports separated by a vertical bar (‘") or a range of ports separated by a

dash (*-9).
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Ports which are not in this list are aggregated as the Unknown application name. Use the More (nn
Total)... link under the Applications Total table on a report summary page to see a full list of unknown
application protocol numbers.

The Netflow Config page also includes settings to specify how much database space is used for traffic
flow data and how often to age the data.

NetFlow Easy Setup Configuration Tool

After installing SNMPc OnLine a new program is added to the SNMPc Console interface for
configuring Cisco Netflow devices. This tool is only available on the SNMPc Server computer where
you installed SNMPc OnLine.

Select a Cisco device icon in the SNMPc Console map view. Then use the right click Router / Cisco /
Netflow Configuration menu. The following dialog is displayed.

#¢ NetFlow Config [

Collectors

Address ‘ Port | Max Collectors: 2
72.165.116.53 2056

72.165.116.55 2055

Address: | 192.168.1.129 Port: | 2055

Interfaces

Interf... ‘ Name |Ahas | Direc... |
1 Fa0/0  internet Ingress
2 Fa0/1  subnet Ingress
4 Nud None
5 Tud Hurricane Electric IPv6 ... None

NetFlow Packet I ~ Close

Note that the Cisco icon definition must include the correct Read and Write SNMP community strings
in order for the tool to operate. You can edit the community string by right-clicking on the icon and
selecting Properties. The Community Strings are settable via the Access tab.

The Tool will display any existing NetFlow configuration on the Cisco Device. You can Add, Change
or Delete Collectors and specify which version of NetFlow to enable. If this is an initial configuration
then you will need to Add the IP address of the SNMPc server. As default the SNMPc collector is
listening on port 2055.

For each interface on the device you can specify whether NetFlow is monitoring Ingress, Egress or both
traffic directions.
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How to Buy SNMPc OnLine

SNMPc OnLine is sold together with SNMPc Enterprise as the SNMPc Network Manager. Please visit
the How to Buy page at www.castlerock.com for purchasing options.

Please email any pre-sales questions to sales@castlerock.com or call 408-366-6540.
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